
The Illustrated Secret Life of PDAs
Protecting Client Confidentiality Under Rule 3-100

in the Context of Mobile Technology

Lisa Miller, Esq.
Editor@LMillerConsulting.com

Jonathan L. Kramer, Esq.
Kramer@TelecomLawFirm.com

State Bar of California Section Education Institute
Berkeley, California

January 17, 2009
.



The Illustrated Secret Life of PDAs: It’s NOT point-to-point

Client

Attorney: “They Want to Settle...
I recommend…”



The Illustrated Secret Life of PDAs: Getting There is Half the Fun
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The Illustrated Secret Life of PDAs: The Long and Winding Road…
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Secure/Encrypted Wild, Wild, West
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The Illustrated Secret Life of PDAs: Into the Cloud…

Attorney

“Into each confidential message a little rain must fall?”
…with apologies to Longfellow



The Illustrated Secret Life of Clouds…

…and NO, it’s not a “series of TUBES,” Sen. Stevens….
…and NO, the Internet wasn’t invented by Al Gore….



The Illustrated Secret Life of Clouds…



The Illustrated Secret Life of Clouds…



The Illustrated Secret Life of Clouds…Who Knows How It Gets There…



Received: from k002.smtproutes.com
by mail.cabletv.com (AutoTracing Mail Server v4.92) with ESMTP id HAA79235
for <kramer@telecomlawfirm.com>; Sat, 27 Sep 2008 10:25:35 -0700

Received: from k079.smtproutes.com (unknown [208.70.88.179])
by k002.smtproutes.com (Postfix) with ESMTP id 8DB35530961
for <kramer@telecomlawfirm.com>; Sat, 27 Sep 2008 10:25:35 -0700 (PDT)

X-Katharion-ID: 1222536324.18836.k079 (0.2)
Received: from mailscan.momentous.ca ([66.6.49.120])
by k079.smtproutes.com ([192.168.2.179])
with ESMTP via TCP; 27 Sep 2008 17:25:21 -0000

Received: from [66.6.55.3] (helo=rarweb2)
by mailscan.momentous.ca with esmtp (Exim 4.69)
(envelope-from <service@namescout.com>)
id 1KjdYD-000G6o-KD; Sat, 27 Sep 2008 17:25:49 +0000

From: "Namescout.com" <service@namescout.com>

Headers are Fun!



The Illustrated Secret Life of Clouds…



The Illustrated Secret Life of Clouds…Copies, anyone?



The Illustrated Secret Life of Packet Sniffers … “Man in the Middle”



Live and Dead Packets Tell Tales

Attorney
Address
Time Sent

Client
Address

They Want to Settle…I 
recommend you…

Barry Barrister



The Illustrated Secret Life of WiFi/WiMax/WiWhatever

Client

Attorney “They Want to Settle…”



The Illustrated Not So Secret Life of WiFi/WiMax/WiWhatever

Client

Attorney “They Want to Settle…”

Sniffer “They Want to Settle…”



The Illustrated Secret Life of Ad Hoc Networks

Client

Ad Hoc Sniffer “c:/client matters/good stuff/…”

Attorney “They Want to Settle…”



The Illustrated Secret Life of Strong Encryption

Client

Sniffer “tyeow3(5%23l’1s{“

Attorney “They Want to Settle…”



The Illustrated Secret Life of Encrypted Emails…

“…Settle…”
“…Settle…”

“…(i&~?…” “…(i&~?…”



The 
Illustrated
Secret Life 
of…

…an Attorney 
who needs to 
get a life! 
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